\ \\ \\

| want to be GDPR compliant.
What do | need to do?
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It's easy. Just buy a
badge and pin it on.
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Data Protection (Privacy) by Design and by Default
Data Protection Impact Assessment
Records of Processing Activities
Leqitimate Interests
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Data Protection Officer
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WE STILL PON'T UNDERSTAND
THE NEED FOR A PRWACY ACT
COVLP Y00 EXPLAIN IT AGAIN, COMMISSIONER 7
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1950 (CoE)

The European
Convention on Human
Rights (ECHR)

1948 (UN)
The Universal Declaration of
Human Rights
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1973/4(CoE)
Resolutions 73/22 (private
sect.) & 74/29 (publicsec.) 1981 (CoE)

Convention 108

1973

First national privacy law: 1980 (OECD)

Data Act, Sweden OECD Guidelines
UN 1970

Relevant context and data [CIFDTEET'DH aw

First modern privacy
law. Hesse, Germany

Data protec laws
enacted in 7 member states

2016 (EU)

- oeo " "t 'Em t EU-US PrivacyShield
JE— < - approved
2013 (OECD) 2018 (CoE)
OECD Guidelines Convention 108
updated updated

2000 (EW)

Safe Harbourdec
(later overturned)

2016 (EU)
Law Enforcement
Directive

2001 {Ct:_lE} enforcement
Convention situations)

2009 (EU)
ePrivacy Directive
amended

2002 (EU)
ePrivacy
Directive
2006 (EU)
Data Retent
(later repealed)

1995 (EU)
Data Protection
Directive

Directive

1951 1957 1958
Treaty of Paris Treaty of Rome Euratom
- ECSC created —EEC created created

European structural evolution
1950

Evolution of technology

1960

Merger Treaty

1970

1986
Single European At
(SEA) amended

Charter of Fundamental
Rights of the EU

2000 2018
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7/ GDPR timeline
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Internet of of Information
Things Technology

Big Data
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Data Protection
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Requlation(EU)2016 679 of the EuropeanParliamentand of

the Councilof 27 April 2016 on the protection of natural
! personswith regardto the processingf personaldataandon

the free movement of such data, and repealing Directive
REGULATIONS 95 46/EC (General Data Protection Regulatior) ¢ 'Ht e o -

- ©

h """aJeto oo tc hmoe"’"’Eee.eQ.
(_

REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL * < < .
~ ~ ~

< T
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h e

on the protection of natural persons yrirh !‘\:gml‘d to the processing of personal dat_a and on (h_: free v * < < < < * %
movement of such data, and repealing Directive 95/46/EC (General Data Pratection Regulation) ~ ~ A P
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Having regard to the Treay on the Functioning of the Evropesn Union, and in particular Article 18 thereof,

Having regard to the proposal from the European Commission, i 0 h 19 04Q018C h o - |e a o € C h ”JO C t 'Y |

- - < 1 % <
-~ . r . ~
Afier transmission of the draft legislative act to the national parliaments, e 0 t @ Ch . 0 O GD P R h e Y O J
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Having regard to the apinion of the Furopean Fconomic and Social Committee ('),
Having regard to the opinion of the Committee of the Regions (),
-
Acting in accordance with the ordinary legislative procedure (), ot oH ) | .
.
<
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(1) The protection of natural persons in relstion to the processing of personal dara iz = fundamental right - - *k " "

Article 8(1) of the Charter of Fundamental Rights of the Furopean Unien (the ‘Charter) and Article 16(1) of the ~ 'E’ h

Treaty on the Functioning of the European Union (IFEU) provide that everyone has the right to the protection of w a e W Q 95 4@50) t24 10 1995

personal data concerning him or her < < < A . .

~ . ~ ~

(3 Theprincles o, rls o e proecion of el pesos i reard o th procesing ofthef peranl W h aoe ¢ h h xo tt ol h™miwo cadh a e e

data should, whatever their nationality or residence, respect their fundamental rights and freedoms, in particular T * - < < *

their right to the protection of personal data This Regulation i intended to contribute to the accomplishment of — ~ o~ a _,_ ~ ~

an ares of freedom, security and justice snd of an economic union, to ccenoic and zocial progrez, to the w o eE'é i D an h)( m t e C{ d m Y 'Ee ~ e

hening and the convergence of the within the internal market, and to the well-being of natural
perzons. < A *® * *
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(3} Directive 95/46/EC of the European Padisment and of the Council (Y secks to harmonize the protection of ] - % % <

fundsmental rights and freedoms of natural persons in respect of processing activides and to ensure the free flow

i (DataProtectionAuthorities)
arliament of 12 March 2014 (nat yet published in the Official Journal) and position of the Council at first wo * - e ~ R ° On’h X o m t J — w o tc m Mnﬂ) at co oa

016 (not yet published in the Official Journal). For nnnfm uropean Parlizment of 14 April 2016
:C of the European Parliament and of the Council of 24 Octaber 1995 on the protection of individuals with regard to * © - - —_— %<
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http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
http://data.consilium.europa.eu/doc/document/ST-8088-2018-INIT/en/pdf
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exemplary end users e-Documents exemplary service providers
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e-Delivery
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@ e-Health @ e-Justice e-Procurement e-Business Life
use case use case Ise case Cycle use case
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http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52015DC0192
https://www.esens.eu/
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A Regqulation(EU)910/2014 of 23 July2014 (electronic IDentification, Authentication and trust ServicesDirective ¢ elDAS
on electronic identification and trust servicesfor electronic transactionsin the internal market and repealing Directive
1999 93/EC

A Directive(EU)2016 680 of 27 April 2016 (Law EnforcementDirective¢ LED "~ Police Data Protection Directive - PDPD
on the protection of natural personswith regard to the processingof personaldata by competent authorities for the
purposesof the prevention, investigation, detection or prosecution of criminal offencesor the execution of criminal
penalties,and on the free movementof suchdata

A Directive (EU)2016 943 of 8 June2016 (Trade SecretsDirective ¢ TSI on the protection of undisclosecknow-how and
businesanformation (trade secrets)againsttheir unlawfulacquisition,useanddisclosure

A Directive(EU)2016 11480f 6 July2016(Networking and Information SecurityDirective¢ NISD) concerningmeasuregor a
highcommonlevel of securityof network and information systemsacrossthe Union

A Regulation(EU) 20181725 of 23 October 2018 (Data Protection Regulationfor the EU Institutions ¢ DPEUI on the
protection of natural personswith regardto the processingf personaldata by the Unioninstitutions, bodies,officesand
agenciesaandon the free movementof suchdata,andrepealingRegulationECNo45/2001and DecisionNo 1247 2002EC

A Regulation(EU)2018 1807 of 14 November2018 (Free Data Movement ¢ FDM on a frameworkfor the free flow of non-
personaldatain the EuropeanUnion

A Regulation (EU) 2019881 of 17 April 2019 (CybersecurityAct) on ENISAand on information and communications
technologycybersecuritycertificationandrepealingRegulationEU)No 526/ 2013

A Regulation (EU) 20191150 of 20 June 2019 on promoting fairness and transparencyfor businessusers of online
intermediationservicest+ Guidelineson rankingtransparency
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2014.257.01.0073.01.ENG
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016L0680
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016L0943
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016L1148
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2018.295.01.0039.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32018R1807
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2019.151.01.0015.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32019R1150
https://ec.europa.eu/digital-single-market/en/news/guidelines-ranking-transparency-pursuant-regulation-eu-20191150
https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-rules_en
http://ec.europa.eu/justice/article-29/structure/data-protection-authorities/index_en.htm
http://ec.europa.eu/justice/smedataprotect/index_en.htm
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
http://www.privacy-regulation.eu/en/index.htm
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/adequacy-protection-personal-data-non-eu-countries_en
http://europa.eu/rapid/press-release_IP-19-421_en.htm
https://www.datainspektionen.se/other-lang/in-english/the-general-data-protection-regulation-gdpr/transfer-of-data-to-a-third-country/
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A Standardcontractualclausedor datatransfersbetweenEUand non-EUcountries

A Directive200258/ECof 12 July2002concerningthe processingf personaldata and the protection of privacyin
the electroniccommunicationsector(Directiveon privacyand electroniccommunications)

A TheDataProtectionAct 2018(United Kingdom)

A TheFederalDataProtectionAct(Germany)

A TheDataProtectionLawnc2018493(France)

A The OrganicLaw on Data Protectionand Digital quhtsGuarantee(Spam)o _Tohmoyn O Tt OE
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http://www.efta.int/EEA/news/General-Data-Protection-Regulation-GDPR-entered-force-EEA-509576
https://www.linklaters.com/en/insights/data-protected/data-protected---norway
https://www.linklaters.com/en/insights/data-protected/data-protected---liechtenstein
https://translate.googleusercontent.com/translate_c?act=url&depth=1&hl=ru&ie=UTF8&prev=_t&rurl=translate.google.com&sl=auto&sp=nmt4&tl=en&u=https://www.personuvernd.is/ny-personuverndarloggjof-2018/&xid=25657,15700022,15700124,15700149,15700168,15700186,15700190,15700201,15700205&usg=ALkJrhgsBxBv2toAh2P-KWV1TDvymSDhKg
http://www.efta.int/eea-lex/32016R0679
http://eur-lex.europa.eu/legal-content/EN/HIS/?uri=CELEX:52015DC0185
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2017:7:FIN
https://ec.europa.eu/info/sites/info/files/communication-european-strategy-data-19feb2020_en.pdf
https://icdppc.org/document-archive/
https://edps.europa.eu/
https://edps.europa.eu/data-protection/data-protection/glossary_en
https://iapp.org/resources/glossary/
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/model-contracts-transfer-personal-data-third-countries_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2002.201.01.0037.01.ENG
https://www.out-law.com/en/articles/2018/may/new-data-protection-act-finalised-uk/
https://www.out-law.com/en/articles/2017/july/germany-continues-to-be-on-track-to-become-first-gdpr-ready-country-with-new-data-protection-laws/
https://www.out-law.com/en/articles/2018/june/gdpr-france-data-protection-laws-/
https://www.out-law.com/en/articles/2018/november/spain-new-data-protection-digital-rights-law/
https://www.out-law.com/en/articles/2018/may/irish-data-protection-act-alongside-gdpr/

12 hmoe™ T'Ee . GDPR" ¢ e
mﬂi: ANY INFORMATION
I @ Objective (earns 10k per year); Subjective (opinion); and,
(1111 @) Sensitive data (gay woman).

RELATING TO
An individual, about a particular person, impacts a specific
person.

IDENTIFIED OR IDENTIFIABLE
Direct or indirectly e.g. You know me by name, direct, you
know me as “a Lawyer doing these graphics”, indirect.

NATURAL PERSON
applies ONLY to a living human being. National Law may
give rules for deceased persons.

ONLINE IDENTIFIER & LOCATION DATA
Include data provided by the electronic devices we use:
mobiles, cookies identifiers, IP address, others.

TO ONE OR MORE FACTORS
Include data that when combined with unique identifiers
and other info create a profile and identify a person.

http://www.lawinfographic.com/whatis-personaidata/



http://www.lawinfographic.com/what-is-personal-data/
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1. MogGop nepeoHana

1.1 NOMCK NpeTeHAeHToB Ha BAKAHTHBIX i
NPETEH/EHTOB MPUMEHUMBIM TPEBOBaHMAM

1.2 MHGOPMALUOHHOE B3aNMOAEICTBE C NPeTeHzeHTaMM

1.3. npoBepka 6naroHaREXHOCTH NPETEHASHTOB, 5 ceba c
npeTeRAEHTaMM 0P , peny "
NPOTHBORENCTBME KOPPYMILMM) PHCKaMH, @ TAKIE NPOBEPKY MIOAHOTb! 1 AOCTOBEPHOCTM NIPEAOCTABAE HHbIX
npeTeneHTaMM CBe eIl

1.4. OLLeHKA YDOBHA Y/108/IETBOPE HHOCTH NIETEHAEHTOB NPOLE CCoM N0AG60pa

1.5. npeAnorosopHoe i c Tam

1.6. Be/ieHMe BHELIHETO Kaj\pOBOIO Pese psa

80) M OlieHKa cooTBETCTBA

KOHG/IMKTA MHTEPECOB 1

2. Kappossii ywer u onnata pyAa

2.1. odopmietme npuema Ha paboty

2.2. 03HAHOMIGHHE 1 AAANTALYA K TPYAOBOA ACATE/BHOCTH M COLMANbHORM cpeae (oHGopauHr)
2.3, BBINOAHEHME TPY/A0BOH BYHKLMM U MCNIONIHE HUE AOJTKHOCTHbIX OBA3AHHOCTE

2.4. BefiEHME KAAPOBOIO, GYXTA/TEPCKONO, HAOTOBOO M BOMHCKOTO Y4eTa

2.5. NPUHATHE YIPAB.IEHUECKMX M K3/APOBBIX PELL eHMii, MIPOABIKEHME N0 CyGe

2.6. pacuier v BoinnaTa 33paboTHON T, e, GORYCOB, iino m
PACXOAM, KOPTOPATUBHEIX KOMNEHEALMIA
2.7. pacyet U BuinsiaTa i mo pacxoam,

¥, o6asaTebHOro o sbeTos u % nomouy

2.8, NpeAOCTaBAEHME OMMOHOS Ha aKLYM M TPAHTOB
2.9, 0pranM3aLMA 3BPIIATHOTO NPOEKTA

2.10. 8 W bl cy noesa
2.11. NPEAOCTaB/EHME OTMYCHa M AOTIOHUTE MIbHBIX AHEH OTAbIXA (OTTYn)
2.12. pexuma i ( i) paGoTsi

2.13.ynpasiesme NPOUBOAUTENLHOCTEO TP, KOHTPO/IL KOUE CTBA U KaUECTBa BINOAHAEMOM PaGOTHI,
npoBepKa W oLleHkKa JLO/BHHOETHBIX i

2.14. 7 i sepeite
BHYTPEHHETO KaAPOBOTO pesepsa

2.15. KOHTPOIb Hag, TPYA0SON i, npi % i ma 7
OTBETCTBE HHOCTH

2.16. paccmoTpeHme i paspelueHve TDYA08bIX COPOB, KOHG CUTYaUMIA 1 MHBIX is

KOHTEKCTE TPYA0BbIX OTHOLUE Hutl
2.17. OCYLUECTE /1eHME YBO/bHE HUIA W MPOBEAEHME UHTEPBbHO0 (ONPOCa) NP YBO/BHEHMM
2.18. ohopmrenve ii a paGoTy 1 Bbe3AHbIX Bu3 & PO

3. [lenoseie N0e3 K u, 06U eHHE W aTTECTaLMA
3.1. OpraHn3aLVA 1enoBLIX Noe3 10K

3.2, puckamm, Aenosbim
3.3, NOMOLL B OGOPMIEHUM BBE3AHbIX BU3 B MHOCTPaHHbIE TOCYA3PCTBa

3.4, " no 4 8 a3ssUTHM AEI0BOI Kapbepsl, MPOdeCCHOHabHbIX 1
JMUHOCTHBIX 3HaHUS 1 HaBbIKOB

3.5. o6yenne, $ oeka

3.6, MHCTPYKTaik, NPOBE PKa 3HakNi, MPOBEAEHHE ONPOCOB
3.7. aTTeCTaLYA Ny Tem OlieHkM AEN0BbIX KAUECTB U PE3YI5TATOB TPYAa, NPOBEPKa NoKasaTenelk TPYA08OH
AesTensHocTA

4. CTpaxoBakme, 1bIoTHI M MOTHBMDOBaHME.

4.1 yuacrve 5 HOTO BRAIONAR o

3 HM, CTPAXOBAHME OT He CYACTHOTD Cryuas, Ha cyuait KPUTHE CRIX
3a60/IeBaHHii, CTPAXOBAHME PACXOZIOB NPH BbIE3/E 32 PYBEX, MeHCHOHHOR M HAKOTIMTEIHO® CTPAXOBaHIE
4.2. NpeAOCTaBAIEHME PA3MUHBIX KOPMIOPATMBHBIX /IbTOT, B4R NPEACCTAB/IEHME BeCrIaTHOTO MUTa A,
OPraHNIALMIO POE3AA K MECTY PABOTHI M OBPATHO, KOMIEHCALYA 3ATPAT HA GUTHEC

4.3 OLieHKA YA0BNETBOPEHHOCT TEKYLLIAM MECTOM PaBoTh U CBOM TPYAOM

4.4, P ¥, NA4HbIX 3aCAYT, Ta/laHTOB U COCOBHOCTEH

4.5. 0TMeuarMe COBLITHI 1 NAMATHBIX AGT Pa3/MHHOO XapaKTepa

46. P YposHa

4.7. W BHyTPeHHN ik

4.8 HOE y4acTHe B0 BHep AKTUBHOCTAX, & TAKHE B OBLLE CTBEHHBIX 1

618 OTBOPHTE NbHBIX MEpOPUATIAX
4.9 cogeiiCTBMe B BeAeHAM 340POBOTO O6Paza HH3HM

4.10. u i kynETYPBI "

5. CopeficTBME TPY/,08bIM GYH KUMAM

5.1. 06/lerenHe U NOBbILUEHNE SPGEKTMBHOCTH BHYTPEHHHX M BHELUHMX KOMMYHUKALWIA

5.2. NOAAEPHaRME HEMDEPBIBHOM CBA3M

5.3. BbIAaYA BUSHTHBIX KAPTOUEK

5.4. 0Becrieuen e CyKeBHOR yHUGOPMON

5.5. 6 CPEACTB, YUETa M BOIMELLIEHIA PACXOAI0B Ha SKCTIYATALAIO
NPe/OCTABAIHHbIX TPAHEMIOPTHbIX CPEACTS, KOHTPX o "

NPeOCTaB/IHHbIX TPAHCTIOPTHbIX CPEACTB

5.6. NpeAOCTaBAGHHE YCAYT TaHCH

6. OXpaHa TPYALa 1 MEMUK HCKHE OCMOTDBI

6.1. OecrieueH e oXpaHb! TPYAa, TEXHMKM ", i 1 3aLTHI O
upe3sbaliHBIX CHTVaLMi

6.2. o6 sleruenute u " ¥t npw up HBIX CATYaLMAX

6.3. NPOBE/EHME CTIELATILHOM OLiEHKA YCoBUM TPYAA

6.4. pyweHmii 380posbA U ¥ k paGote

6.5. NpodWaKTHK 1 MPENATCTEOBaHHE i & KomexTHBe,
OKasaHune ] no M 1 nx
nocneacTemi

6.6. NPOBE/EHME MeAMLIMHCKHX OCMOTPOB, NICHXMATPUHECKUX OCBUAETEILCTBOBAHM U MEAMLIAHCKMX
OCBIETEIBCTEOBAHMIA Ha COCTOSHUE OMbAHEHUA
6.7. paccie JOBaHMUE, YIET U OMOBELLE HAE O HECHACTHSIX CTYHaAX
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7. OBecneuenme duanueckoii GesonacHoctn
7.1 Annoit
NpOTHEONpaBHbiX ASiCTaNiA

7.2. oBecnieserie sHyTPHOBBEKTOBONO 1 MPOMYCHHOTO PEMMOS Ha OBBERTaX He BUAMMOCTI

7.3. cary i 10 6 OTHOWEHAN KPUTHHECKH SHAMMBIX (KPH3HC HBIX)
COBBITAIA U CHTyaLMit

7.4, N1pe f0CTaB IeHUE KOHCY MTaUwii 8 0B/aCTU kol Gesonackoc

3auwTa obvexTos ¥ MMYWLECTBa OT

o =
8.1 sxcnnyarauma u 6r0i1 UT-uridh YPoi 1 Gribix UT-cep
8.2, nipe, 6Horo cepsica Mob i " 6roro gocTyna k cetn

«HnTeprer»
8.3, TEXHI4ECKAA IOJ/AEPiKa MO/b30BaTe Neih

8.4. oecniedenue i 3auyTa
8.5. W KOHTPO 0 UCIONb30BaHNS WT:
MOGHIbHOI PAAMOCBAIM 1 AOCTYMa K CeTM CMHTEpHET

3aKOHOM Taiit
VKTYDbI, UT-CePBHCOE, cepaica

B W KOHTPOL
9L " b10 11 aKTUBAMH, CTPATETM4ECKOE W GiozkeTHOR
n 0CTH 1 SPeRTUBHOCTH

npoexTamu, nog,

e ATENBHOCTH, BeaeHMe i OT4e THOCTH, "
OTUYKIEHVEM aKTUEOB
92, " i c adu. IMUA M MBI TMuamu
9.3.n0a " sefienun a Takse
P , 10p , PETYNATOPHBIMY, O PALLMOHHLIMM,
penyr " puckamu

9.4, oprann3auma 3¢ PeKTMBHOTO BHEWHETO M BHYTPEHHEN KOHTRO/IA, B TOM YMC/IE NYTEM NPose AeHNA
pacc/ie f0BaHNIA, 32 COOTBETCTBNE M AEATENHOCTH MPUMEHNMbIM HOPMaM

9.5. nposepka oTieTHOCTH

9.6. NpeACTaBNeHME UHTEPECOB U HA/LE NeHUE CTIELMANbHBIMMA IOHOMOSMAMA

9.7. OCylUeCTBeHue Npas, Bb iu co U 3aNPETOB, MPeAyCMOTPeHHbIX
NIPUMEHUMBIMUA HOPMAMM

9.8. 3314473 P35 U 3aKOHHBIX BKAI0UaR scex cpeacTs npasosoit
saLpTel ¥ no orp: obvema yuepba

9.9, ysacrve so " ypery criopos, cyaebrbix akros,
COAEMCTBME B OTNPAB/IEHNN NPABOCYANA

9.10. n

9.11. OCYUIECTBIeHME HA/TEMALLIX YHETa, XDBHEHHA M YHAHTOMEHMA OTAE/IbHbIX KATErOpMii
MATEpUAIbHbIX HOCUTENIER MHGOPMALYAN

10. NlpepAoroBopHas pa6oTa, NPOBEpKa 6/1arOHa AEKHOCTH M MAPKETUHT
10.1. nomck, W aHans L, IX 8 coTpY, Tee
10.2. yCTaHOB/IeHME U NOAEPHaHMe AeJ0B0r0 OBLLIEHMA
10.2. OpraHM3aLuA NPOLIEAYP 33KYMIOK M YUaCTe B TaKMX NPOLIEAYPaX
10.4. NPUHATHE MEp AOMKHOM OCMOTPHTENLHOCTH B o u
5 cebay C KOHTPareHTaM UHEHCOBbIMM,

p a KoH
PENYTAL/OHHBIMM H KOMAGEHC PUCKaMM, @ Takrke NPOBEPKY NOMHOTL! 1 AGCTOBEPHOCTH
Mpe JOCTaBAEHHbIX KOHTPATEHTaMM CBe/eHui
10.5. OUe HKa MPAKTUK NOTEHLVANHBIX 1 AEHCTBYOLYIX 108 6.0° "

UMM Ky BT DB "
10.6. NPEANOHEHME U NP BUsKEHME COBCTBEHHOM NPOAYKLIAM Ha PLIHKE NYTe M MapHETHIOBbIX
KOMMYHUKALYAH, B TOM UMC/Ie MIOCPEACTEOM PeKnambl (1epCoHaTMIUPOBAHHOM U
in npogak

nporpamm "

10.7. ™I
€O CTOROHGI Pa3/H HBIX TRYNI AL
10.8. NPOBEACHNE MAPKETHHIOHIX 1 GHA/ATHHECKNX NCCIBAOBAMH, BR/ITOHGR OMPEAC/CHHE
bderTHEHOCTH perTIams!

11. X03RMCTBEHHAR JERTE/LHOCTS

11.1. paKTMHECKOE OCYLLECTEAEHME Npe Y y Bugos

ZAeATensHoCTA

11.2. npuoBpeTetie u

11.2. seieHue 4OTOBOPHOM PaBoThi

11.4. ocyujecTBARHME UHAHCOBHIX PACHETOR

11.5. aHanns i
K aTake e&

11.6. OCyUiECTBEHME (MNaHMPOBaHWE, NPUTTALIEHIE K Y4aCTHIO, PMHATUE PeLe WA 06 y4acTi,

OPraHM3ALIVA YCTUA U MIPOBE AEHME) MEPONPUATUI U HOM COBMECTHOM AEATENLHOCTH C

33UHTE DE COBAHHBIMM JIMLL3MM, 3HA/IM3 U YIDaB/e e SPARKTUEHOCTbH0 M COBEPLIEHCTEOBaHME M

YKa3aHHbIX MEDONDUATUI U A,eATENLHOCTH

11.7. i c

y €€ COCTaBOM, KavecTBoM M

‘@NAMU CalTOB B CeT

«MTepHeT» 1 MOB i o onsita nyTéM
npe, IPOAYKUMM, DyHKLMA 1 # nop, nonb3cBaTeNbCHME
NOTPEBHOCTH. e /ANONTEHNA Y MHTEPECH], AHA/MS 1 YTIpaB/IeHUe SbeKTHEHOCTBIO 1

c
11.8. o1 (nm) o ¥icTBma co Bcemm
3AUHTE Pe COBAHH bIMM JIMLAMM, BRAI04as 06PaBOTKY NOCTynaroLmX ¥ nto6oro
11.9. NO/yUEHME PA3PELINTE SIbHBIX AOKYMEHTOB, am PeHHBIX
VUPEAMTEIbHEIM AOKYME HTOM BUAOB ACATE/bHOCTA
11.10. yuacrue & sKi0uan "

obveauHena

v.1.2 - 2020.12.27 (c) Anexceli Mynman, muntyan.alexey@gmail.com

https://rppa.ru/analitika/celi obrabotki pdn
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Have the guts to tell to your customers what the hell are you
doing with their data and why ... Hopefully you a have a legit

purpose. If you don’t... don’t bother about the rest’ #transparency
#ACCOUNTABILITY

d Speak them clearly, don’t hide beyond legal bullshit, like “for
example, but not limited to... blah, blah, blah”; #transparency

Be as specific as possible. Don’t use as a reason for processing

personal data on your site, To improve use experience...”.
Nobody would believe this anyway: I o

#fairness

If you just want to add a new processing to your business, let

them decide if they're interested. They trusted you for one job,

one purpose. You have to earn their trust and/or consent for

other purposes. #scopelimitation

Also, let them know when you share data with others and why.
Sharing data could be also using online tools and services;

#transpafency

#scopelimitation

c homt . a m 0 = @a

Don’t bite more than you can (you’re allowed to) chew. If you're
not really needing the data, don’t ask. Some things are none of
your business, if you don’t need them to deliver your service.

#dataminimization

Take care of their data as of your own... or even better. But not
all data are equal. Some are more sensitive than others. We all
have “secrets”. Keep their “secrets” even safer, if they shared

#integrity

them with you #confidentility

Keep data clean, updated and available. Don’t become a data

hoarder. When this are of no specific use... drop them; #accuracy
#storagelimitation

Tell them what personal data stored so far. They deserve to
know. If they don’t like you... or your services, let them go. Don’t
insist man! Let them go if they want... and never bother them

again. Also, tell them if you share with others and why?

#fairpess
#transparency

If something happened to their data, despite your best efforts
and it could become ugly (you know shit happens) let them know

before they could run into problems. ]
#integrity

https://dpo-net.ro/gdpr-principlestranslatedinto-simplelanguage/
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ﬁ Data
/4 }\Subjeds

Religious or e
Philosophical racetnion
% Membership  Sex

Beliefs

Data Confrollers ' Potifical Life
‘ | Opinions
Dafa ldenfified Identifiable "
Processors Raqal or Eonchc et \w
Ethnic Origin Dafa Dat -
Supervisory 2
£l Establishments fAuthorities
Non-EU Established Organizafions
C‘»I‘l er goods or ser?;\’:s or engaging n e ot
nonitoring wiftin the EU ) —— : . data m_e :eg";y_ 5 O? ; A
Security gé ro (ebpg)n && Protection by design process
LAWEUL_BPROCESSING, e Record of Data £

Designate DPO if core
activity involves regular

Collechion and processing of personal data must
be {or “spedified, explict and legitinate purposes”
—with Consent of data subject or necessary for

e performance of acontract

* compliance with a legal & ,
obligafion ~
« fo profect a person’s ‘:/ y

vitd inferests
* task in fhe public
interest

* legifimate nieresis

Consent nust be freely
given, specific,
informed, and
unanbiguous.

Rutomated

“Right not fo be subjectto a

Decision Hakmg dedision based solely on
automated proce essing.

induding profing”

\?»

Right to

Access and
Erasure

Recfification
™

Purpose
Specification and

S Right fo Data
Minimization

Portability

- )
[TeacHPrIvacY| Www.teachprivacy.con

Norkforce awareness training by Prof. Daniel J. Solove

Design

Processing Rcfivities Data Impact

Maintain a documented
moniforing or processing e fAssessment
large quzn'txh"s of regeiro akacivies For high risk
ZARERORNE involving processing of EU el ) E
persond dafa ; sifuatons

persona data

B personal data breachis "abreach of
- securily leading to the acCdental or
B unlawful destruchion, loss, dieration,
\‘\-\ unauthorized disclosure of, or access
fo, personal data transmitfed, stored or
otherwise processed”
If likely fo result in a high privacy risk = nofify data subjects
Notify supervisory authorities no later
than 72 hours affer disCovery.

Adequate Level of
Data Protection

Fines
Up fo 20 million euros or ¥ of total annual worldwice
turnover. Less serious violafions: Up fo 10 million
euros or 2¥ of tofal annual worldwide tumover.

Effective Judicial Renedies: w :
compensafion for material and Bmdmg
non-material harm. Corporate -
Rules X Model
(BCRs) Privacy Contractual
Shield
Clauses

Please ask permission to reuse or distribute

https://a5h8v9a3.stackpathcdn.com/wpontent/uploads/GDPRVhiteboard TeachPrivacPrivacyAwarenesslraining4.pdf
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What organizations have to do / Vs
ST 0 \ s O ) , 1
[= ﬁ ﬁ Xg? - ZAAN 7 :
7 Keep records of all C@ ‘_W-{
'~ processing of ’V\ Collect personal data lawfully ”\&
personal Institute safeguards \'\ and fairly, and where )
/7 information for cross-border data % relevant, get appropriate Get a parent’s Consult with Provide appropriate data
transfers consent and provide consent to collect regulators before protection training to
Maintain appropriate  notification of personal data data for children certain processing personnel having
data security processing activities under 16 activities permanent or regular

access to personal data

\ / ‘.
= - Ll
& ) Appoint a Data Be able to \@
Protection Officer demonstrate -
(if you regularly compliance on
process lots of data, demand Notify data protection
or particularly agencies and affected

sensitive data) individuals of data breaches
in certain circumstances

Take responsibility for

Conduct Data Protection Implement the security and
Impact Assessments on Data Protection-by-Design processing activities of
new processing activities (Privacy “baked-in”) third-party vendors

=
N, %‘ Ask for records of
== : S
“ zg & processing activities
== V" and proof of steps
- A Request a copy taken to comply &
Withdraw o < of all of their L & with the GDPR .
consent for o ¢ —
data & request - oo £ Suspend cross-border
processing R Request the ability to move their |
corrections if data to a different organization | data flows
\ ‘o, wrong ;\N—ﬁﬁ
| OTice
E (“/‘77> -~ Request that QQ ! Impose temporary @
= Q?oap _ their information : data processing bans, %
\_J is deleted when f Object to automated m require data breach Enf K skunto 0Tl
- X \ there’s no decision-making | ’ notification, or order et P nEy TIRR RReR
/ ‘\'—_\Q purpose to A l A processes, including m erasure of personal oE aeofanpus! rﬁvenues Egor
~ retain it i profiling : dita compliance

https://www.linkedin.com/in/tim-clementsfbcs-citp-cippe-cipm-cipt-638651/
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Business activities
(Automated)

(Manual)

Organizational
model  —
(simple)

Business applications

IT infrastructure

Processes/proceduresl Organization/people '

T

@ Governance model

https://www.linkedin.com/pulse/gdpfrusefutanalysismodelstim-clements/
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I ifﬁ: - i
",,,T‘T Competitor Societal trends Applicable laws New technology Threats Audit
’;.;E activity & regulations l
Regulators/ Opportunities Obsolescence
L ———» Customers <
authorities |
1
l v v v ¥ v v \
Privacy notices Ext. environment monitoring procedures DPIA Risk management
Guidance v h 4 v procedures
Data collection procedures DSAR procedures M&A procedures —————————» Legal due diligence procedures n o
“h D
Consultation . . . _ L )—) V4 n s
(if residual risk Notif;cjation Complaints procedures Privacy risk coaching & training Direction, decisions & ongoing suppo rr ,__ru J
s procedures \/
still high) 4 l Reporting (progress, effectiveness, escalations, ROI) s "U} ri /
NP Py
Breach response Personal o ) ARR
lan & team objectives 5 Buy-in & approval o
P I Existing internal Data protection
NS f standards/ leader (and team)
Ve N \ frameworks
Data retention & -,  Storage Data protection Board - @ - eﬁ Manage Monitoring &
deletion procedures = Board ToR com® %‘l“‘ e audit <
) g | ™ \I procedures
Protection » Personal data Data-fuelled busme ss NSA

N

;5"’

Business mission & vision Data protection

mission & vision

Design requirements &

¢ Aligned implementation ’-
< -7
. Business goals & objectives W roadmap >
Security tools/ ) ‘
PETSs il f E
Business applications Business strategy Data protection
m strategy
p - ctiviti ¢ Operational
rocessing activities
(Data protection by default) Values & behaviours iRESE Dataprotection
N | S As-is ——» To-be lifecycle
i Projects & Data protection & framework
Ongoing assessment Data usage nitiatives policies . .
Risk management procedures ( a;a Drot_ect,non
y Design
New or changed procedures RACI I
processing activity <
Data - X inine &
L DPIA inventory ucation, training & awareness Inspiration &
(ROPA) Motivated & privacy-focused Data sharing procedures good practice
management & teams
Internal DP SYys tem Risk management procedures
© Tim Clements // tc@privacypm.com /
A4
External factors ¥
VI s A
.VIL i f/ | External

Contractors

L
L
L
Contracts & agreements -

Cross border transfers

Vendors, Processors, 3™ parties

https://www.linkedin.com/in/tim-clementsfbcs-citp-cippe-cipm-cipt-638651/

standards/frameworks
e.g. ISO standards


https://www.linkedin.com/in/tim-clements-fbcs-citp-cippe-cipm-cipt-638651/
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Tpe6oBaHWs PernameHTa EBponelickoro cok3a no 3awure
NepCcoHanbHbIX AaHHbIX He 6YAyT PacNpPOCTRAHATLCA Ha POCCUIACKMX

onepaTtopos, paboTatowmx B Pocchn - A. XKapoB
5 nosbps 2017 roga  NtPS://rkn.gov.ru/news/rsoc/news51780.htm

TpeBoEaHWA BEC
Eeponefckoro
ByayT pacnpocT|
OCYLLECTENAKDLLY
HWX pacnpocTp
chepe. 06 3TOM
AnekcaHap XKap
VIl MexayHapa
AAHHEBIX®,

Mo ero cnoeam,
YUICTHUUER M
YCTEH3BAWBAKLWMX NopALoK 08paboTKy NePCOHaNbBHEIX A3HHBIX

«PernaMeHT, No HaWweMy MHEHWIO, 40NXEH YUMTEIBATECA TONLBKD

EEPOMNERCKWX rPaXA3H POCCUACKUMI ONEpaTopaMiK Ha TEPPUTOR
OTMETWE, UTO TaKas NO3ULWA COOTEETCTEYET OOLUEMPUHATEIM ME

NepCoOHANEHEIX AaHHEIX. «CUYUMTAK, YTO K BONPOCY O NPUMEHHMMOC
DyAeT BEPHYTLCA TONLKO MOCAE €ro BCTYMAEHWA B 2aKOHHYH i
npaecnpuUMeHeHnsa. M koraa 31o OygeT 2adKCcMpoBaHo B Mem.qyy»l
nogqepkHyn A, ¥apoe.

KoHbepeHUMA «3aLUKMTa NePCOHANBHEIX A3HHbX: NMPOBOAWTCA N
- YMNOAHOMOYEHHOrD OPrada no 2aluTe Npae cyBLekTos NepCoH.

CocTosnock 3aBepllatolee B 2017 rogy 3acesaHve KOHCYNbTaTUBHOMO
CoBeTa MNP YNoAHOMOYEHHOM OpraHe no 3aliuTe Npae Cy6bekToB
NepCcoHaNbHbIX AaHHbIX

20 gexabpa 2017 reaz  hitps://rkn.gov.ru/news/rsoc/news53394.htm

KOHCYNLTATUEHLIA COBET NPM ¥NONHOMOYEHHOM OPraHe no
I3WNTE NpaE CYOLEeKTOR NepCoOHaNnkEHLIX AaHHeEIX B 2018 rogy
NAaHWpyeT NPeACTaBnTE NPeANOXeHWA NO NPaBoBoOMY CTaTyCy
«00e3NMYEHHBIX? J3HHLIX, 3 TAKOKE N0 BOIMOXHON
KOPPEKTUPOEKE 3aK0OHOA3TENLCTES O NePCOHANEHLIX JaHHEIX B
KOHTEKCTE peannzalnm nporpaMmel «LlndgpoBan 3KoHoMNKa».

COoOTEETCTEYHLME PELUEHWA NPUHATE COBETOM Ha NOCNSAHEM
zacenaHvw B 2017 rogy, cocToABweMcA B PoCckoMHaasope.

B X0/e 33CEAaHNA YNeHbl KOHCYNETATUEHOMRD CoBETa 0BCyannn
HoBele TpeboeaHWA EBponeAckero CoKza, 3aKkpenieHHble
OBLLMM DErMTaMEHTOM MO 33LLWTE AaHHbIX (General Data

Protection Regulation, GDPR), YCTaHAENMEAKLWMM NopALoK 05paBoTky NeproHaNbHeIX A3HHLIX. B HORBpe Ha VIl
MexayHapo4Hol koHbepeHLMK «3alL1Ta NePCOHANEHBIX JaHHEIX» PYKOBOAWTEN: POCKOMHAAZ0PE ANeKCaHAD
Kapoe oTmeTva, uTo TpefiosaHnA PernamedTa EBpOnNeAcKoro Cowsa No 3aLUMTE NePCoHaNEHEIX A3HHEIX He ByayT
PacNpOCTPEHATECA H3 POCCMIACKMY ONEPaTOPOE, OCYLUECTENAKLLAX ASATENEHOCTA Ha3 TEPPMTOPWK Poccun,
NockonsKy Poccniickan ®elepalnA He ABMRETCA YUSCTHWLER MeXAyHapoAHEIX A0roBopos ¢ EC. Ha HMX
PacNpoCTRaHASTCA AeHCTENE TONBKO POCCMACKIX 33KOHOE B 3TOR Chepe B COOTESTCTEMW C OBLLENPUHATEIMK
MEXAYHAPOAHEIMW MPUHUMNAMK 06paBoTKW NePCOHANEHEIX A3HHLIX.

B pamkax nogeeeHWA UTOTOE roda Ha 3acejaHun BLIND OTMEUEHO y4acTe KoHCYNeTaTMBHOTO COBETa B
NoAroToEKe MeToanyeckny peKoMeHaa L|,I.'1I7I no paapaﬁurke OTPacneeoro KoAeKCa NoOEEAEHWA B obnacti 3alVTEI
npae CYGBEKTOEI NeploHaNeHElX 43HHEIX, a8 Takxe pEKDMEH,{I,ELI,I.-"IFI no CoCTasneHWD JOKYMEHTS, ONpedsnALWEro
NOANTHUKY ONepaTopa B OTHOLIEHMIA OﬁpEIﬁDTKM nNepioHansHblX JaHHBIX.



https://rkn.gov.ru/news/rsoc/news53394.htm
https://rkn.gov.ru/news/rsoc/news51780.htm
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V)
‘ YTOBbI MNOHATL, PACNPOCTPAHAETCA TN GDPR
' Ha [eATeNbHOCTb Ballei KOMNaHWH,
HY)XXHO OTBETUTb Ha crieflytoliue BONpochl:

EcTb n1 y komnaHuu npeacTaBuTeNsLCTBa (hunuansl) Ha Tepputopun EBponenckoro Corosa?

ObpabaTtbiBaeTe fu Bbl NEPCOHarbHbLIE JaHHbIE rpaxaaH cTpaH-yYacTHul EBponeiickoro Cotosa
1o Nopy4eHU0 eBPONENCKOro oneparopa?

PykoBoACTBYETECH M NPY OCYLLECTBNEHNUN AEATENLHOCTU N0 06paboTke NEPCOHANBHBIX AaHHbIX
3aKkoHogatenscTBoM EBponeiickoro Coto3a unm cTpaHbl-y4acTHuUUbl EBponeiickoro Cot3sa?

OCYU.LGCTBJ'IQGTG JIn OTAETbHBIE BUAbI 06p860TKM NepCcoHaribHbIX AaHHbIX eBpOﬂeﬁCKMX rpaxmaiaH,

B YaCTHOCTY XpaHEeHUe, HaKoMMEHNE, C UCMOMb30BAHNEM TEXHUYECKMX MOLLHOCTEN,
HaxoasLmxcs Ha Tepputopun EBponeiickoro Cotosza?

Ecnu Bbl otBeTUNM «[JA» X0TA Obl Ha OAUH BONPOC, TO € 6ONBLLIOK BEPOSTHOCTHHO MOXHO
CKa3aTb, YTO Ha AeATeNnbHOCTL Bawwen komnaHuu GDPR Bce xe pacnpocTpaHseTcs.

https://rkn.gov.ru/docs/GDPR Pankov.pdf



https://rkn.gov.ru/docs/GDPR_Pankov.pdf
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Cratba 3(1) GDPR

Cratba 3(2) GDPR

CraTtba 3(3) GDPR
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EcTb W y OpraH13aumm
yupeaenun (establishments) s EC
(npeacTaeuTeNsCTBa, GUAMANGI,
AouepHUe MpeanpuATHA,

YupewaeHa nu
OpraH13aUWa Ha
TeppuTopunEC'?

COTPYAHWUKK)?

O6pabotka NAH sepertcs®
NONOPYYEHUD Pe3nieHTa
EC unu opraHM3auma cama
nopyuyuna obpabotky MNAOH

OpraHu3sauma
nognagaet nog,
nencteme Ctatem 3(1)

GDPR peanaeHTyEC?

U mMPe Yo'Y hm g ea § ~ecyh

a

e

NPM@m_hoa)e;."amt" t

ME 1y OpraH13aumMei u

caoo Mot> GDPRo t

*

a mh "~ - et ™ ¢
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EcTb W ycToiiumBan
HOpPUAMYECKaRA CBA3bY
(stable arrangements)

OcyuiecTenaeT nu
yupexaeHve
NPaKTUYECKYID U

peanbHy

eeyupemgeHuem? AeATenbHoCcTb BEC?

OpraHu3auma
noanasaer nog,
Aevicteune Ctatbm 3(1)
GDPR

OpraHuzauua He
noanagaeT nog,
Aewcreme Ctatem 3(1)
GDPR

HaxoaaTca nucybbekTbl
NAHHaTeppuTopuM EC?

! — TeppuTOpHA rocyaapcTe-uneHos
Esponeiickoro corsa v Eeponeiickoi
accoumnauum ceoboaHol Toproeamn
(Mcnangua, NuxteHwTeiiH, Hopeerna), sa
ucknoveHrem Wseiinapun.

2 — HanMuMe NPaBOOTHOWIEHHA, BHE
&
M OT ux dop (cornawenus,

KOHTPaHKTbl, y4acTMe B YCTaBHOM KanuTane u
T.48.).
® _ o6pabotka NOH, BbINOAHAEMan Ha

OCHOBaHWM M ANA UCTIONHEHWA AOrOBOPa
mexgy onepatopom u obpabotimkom

(Controller-to-Processor Agreement), sepetca EcnmCratea3(3)
- - HE NPUMEHUMA,
B HOHTEKCTE NPaKTU4ecKoi U peansHoi
-~ OopraHusauuaHe
AeArT TW OpraHM3aLyuK, HaxoasaLy B

nognagaeT no,
cTaTyce onepatopa uau obpaboTtyimKa, Ha anaj A

Tepputopuu EC. Mpumenumocte GDPR
onpegenaeTtca oTAeNbHO A1 Kaxgoro dakTa
nopy4eHus o6pabotkn MNAH.

nevcrene GDPR

npeanoKeHne UM
TOBapoB nycnyr?

OcywecTBAARTCA AW OcywecTenfeTca au
MOHWUTOPMHI UX

noeeaeHuna?

raHu3auma
nognagaer nog,
OeHcTeme
CraTtbu 3(2a)GDPR

OpraHuzauma
nofnagzaet nog
OelcTBre
Cratbm 3(2b)GDPR

OpraHuW3auusa He
noanagaer nog,
neictemeCraten 3(2)
GDPR
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Updates on developments in data privacy and cybersecurity mo t h x ° * e ! a' T nf i ) i ! o h o oy *m ('b r;] %\ a
FROM COVINGTON & BURLING LLP %< o < < e - <
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HOME » INTERNATIONAL > EUROPEAN UNIOHN » EREXIT DEAL FEEPS EU-UK DATA FLOWS OPEN AS PARTIES PURSTUE < * — * 1 * * Oj-. O(DY. 202 l
MUTTUAL ADEQUACY
.7 0O: ao.a e . ™ - e Y
. 1T < - < < <« + < *
Brexit Deal Keeps EU-UK Data Flows Amtohme . ~*mh="m @ ¢t h . e
Open as Parties Pursue Mutual Adequacy m 6 fo0 e  thtem h*e eta e
- © + * 1 o <
By Dan Cooper and Kurt Wi December 24, ~ R ® . *
Pjsrsannr\' z:fs-:.[—nmz: zlax:i?se Zs:DP::;Tszi;f;m@ M ‘ < hmoe Ee ©-ea- * 20 * 0107 2020 ! Lo
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On December 24th, with a year-end deadline and the holidays fast approaching, h ’ e C 'PY e Y e ™ a~e "o *t eo
European Commission and United Kingdom (“UK”) officials announeced they m ) r; - . ct * h m 0“ e - 'E ee- <;°D_ " "
reached a deal on the EU-UK Trade and Cooperation Agreement (“Agreement”). v < * < !
Once formally adopted by the European Union (“EU”) institutions, the Agreement A c h " xmaot h e Y.* ot - ‘Em t -
< < < <« - *
will govern the relationship between the EU and UK beginning on January 1, 2021, C —~ o ¥ h tc*oe” * h > ~ 1 mP
following the end of the Brexit transition period. N L A o A " "
s P mt ~ *Ht .t".ee . go °° h > o t™ t
The Agreement is likely to avert a year-end seramble to secure cross-border data c h e ’T.Yth "Y 0 Cc ™ €o ~o - ege o)
* *< - * ——eo * s
transfers between the EU and the UK. Although the final text has not yet been _ R
published, a UK government summary of the deal indicates that the parties A " N 0 m X h m t e e . te . eh. . én h . Q9 Xmao
agreed to allow for the continued free flow of personal data for up to six months to o ¥ a e e o h a™ co c h a R O ”
allow time for the EU and UK to adopt mutual “adequacy decisions,” in which each t h ™ e m* h ) “~ & mme 0)* 0 |'T ¢ h 53 —~ e
jurisdietion may recognize the other as offering adequate protection for transferred — ' ! o . *° < :_"
o o ] i X 0 oo te 0o mt e g othtee .Ja" | ¥
personal data. Absent these adequacy decisions (and the interim period established - o w o 1< P <% *
by the Agreement), organizations would need to consider implementing additional o tec , t C_ a ’*E c “ u h < 4 . m t h c . 0
safeguards, such as standard contractual clauses, to transfer personal data between T ee tdh *emc oht € .m y
the EU and UK. ’ ) )

https://www.insideprivacy.com/international/europeannion/brexit-deatkeepseu-uk-data-flows-openaspartiespursuemutualadecquacy/
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The UK will leave the European Union on 31 January and enter a Brexit transition ~ — ) A ’
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During this period, which runs until the end of December 2020, it will be business as 0 h -~ e ‘ Um
usual for data protection. * * o * ®
The GDPR will continue to apply. Businesses and organisations that process personal Am [0} 0 h * e 'Ye t m CYh ® — ® ® O anot ’E) "
data should continue to follow our existing guidance for advice on their data << < < > d
protection obligations. m O 0 h * en t & t UKm “m t h “oe™. Z’l C ’ ~
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During the transition period, companies and organisations that offer goods or services ~ R “ ¥ B a ce™ ’E tc .0 E ) 0o e - Y e
to people in the EU do not need to appoint a European representative. We have < — = ® < * < !
? to reflect this advice. The ICO will continue to act as the c h 970 ¢t e ho o " "~
< < < *t "

lead supervisory authority for businesses and organisations operating in the UK.

It is not yet known what the data protection landscape will look like at the end of the
transition period and we recognise that businesses and organisations will have
concerns about the flow of personal data in future.

We will continue to monitor the situation and update our external guidance
accordingly. Our full suite of Brexit guidance and materials, to enable you to prepare
for all scenarios, is available here.

https://ico.org.uk/aboutthe-ico/newsand-events/newsand-blogs/2020/01/statementon-data-protection-and-brexit-implementationwhat-

you-needto-do
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Using personal datain your business or
other organisation after the transition
period

What action you need to take regarding data protection and
data flows with the EU/EEA after the end of the transition
period.

Published 16 October 2020

From: Department for Digital, Culture, Media & Sport, Department for Business,
Energy & Industrial Strategy, Office for Civil Society, and Information Commissioner's
office

New rules for January 2021

The UK has left the EU, and the transition period after Brexit comes to an end this year.
This page tells you what you'll need to do from 1 January 2021. It will be updated if anything changes.

Check what else you need to do during the transition period.

https://www.gov.uk/guidance/usinepersonaldata-in-your-businessor-other-organisationafter-the-transition-period
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Court of Justice of the European Union
f‘l PRESS RELEASE No 9120
Luxembourg, 16 July 2020

Judgment in Case C-311/18

Press and Information Data Protection Commissioner v Facebook Ireland and Maximillian Schrems

The Court of Justice invalidates Decision 2016/1250 on the adequacy of the
protection provided by the EU-US Data Protection Shield

However, it considers that Commission Decision 201(V87 on standard contractual clauses for the
transfer of personal dafa fo processors established in third countries is valid.

The General Data Protection Regulation' (the GDPR") provides that the fransfer of such data fo a
third country may, in principle, take place only if the third country in question ensures an adequate
level of data protection. According to the GDPR, the Commission may find that a third country
ensures, by reason of its domestic law or ifs intemational commitments, an adequate level of
protection.? In the absence of an adequacy decision, such transfer may take place only if the
personal data exporter established in the EU has provided appropriate safeguards, which may
arise, in particular, from standard data protection clauses adopted by the Commission, and if data
subjects have enforceable rights and effective legal remedies * Furthermore, the GDPR details the
conditions under which such a transfer may take place in the absence of an adequacy decision or
appropriate safeguards.®

Maximillian Schrems, an Austrian national residing in Austria, has been a Facebook user since
2008. As in the case of other users residing in the European Union, some or all of Mr Schrems’s
personal data is transferred by Facebook Ireland to servers belonging to Facebook Inc. that are
located in the United States, where it undergoes processing. Mr Schrems lodged a complaint with
the Irish supervisory authority seeking, in essence, fo prohibit those fransfers. He claimed that the
law and practices in the United States do not offer sufficient protection against access by the public
authorities to the data fransferred to that country. That complaint was rejected on the ground, inter
alia, that, in Decision 2000/520° (‘the Safe Harbour Decision’), the Commission had found that the
United States ensured an adequate level of protection. In a judament delivered on 6 October 2015,
the Court of Justice, before which the High Court (Ireland) had refered questions for a preliminary
ruling, dectared that decision invalid (the Schrems | judgment’).®

Following the Schrems | judgment and the subsequent annulment by the referring court of the
decision rejecting Mr Schrems’s complaint, the Irish supervisory authority asked Mr Schrems to
reformulate his complaint in the light of the declaration by the Court that Decision 2000/520 was
invalid. In his reformulated complaint, Mr Schrems claims that the United States does not offer
sufficient protection of data transferred to that country. He seeks the suspension or prohibition of
future transfers of his personal data from the EU to the United States, which Facebook Ireland now
carmies out pursuant to the standard data protection clauses set out in the Annex to Decision

' Regulation (EU) 2018/679 of the European Parfiament and of the Coundil of 27 April 2016 on the prot=ction of natural
persans with regard to the processing of personal data and on the free movement of such data, and repealing Direcive
O546/EC (0J 2016 L 119, p. 1)

2 Article 45 of the GDPR.

* Articie 468(1) and (2)(c) of the GDPR.

« Article 48 of the GDPR.
¥ Commission Decision of 28 July 2000 pursuant to Directive S5ME/EC of the European Pariament and of the Counei on
the adequacy of the protection provided by the safe harbour privacy principles and related frequently asked questions
issued by the US Department of Commerce (0J 2000 p.7)
* Case/C-362/14 Schrems see alsc Press Release No. 117/15

WWW. CUria.eUropa. eu
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Recommendations 01/2020 on measures that
supplement transfer tools to ensure compliance with
the EU level of protection of personal data

Adopted on 10 November 2020

Adopted - version for public consultations 1

»
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ROADMAP: APPLYING THE PRINCIPLE OF
ACCOUNTABILITY TO DATA TRANSFERS IN PRACTICE

Ensuring compliance with the level of protection required
under EU law of personal data transferred to third countries

Step1:

Know your transfers Adequacy decisions or

derogation

Step2:
Identify the transfer
tool you rely on

Transfer tools :
SCCs/BCRs/CoC/Certifications/...

Yes, it offers an essentially
equivalent level

of protection

Step3:

Is the transfer tool effective
in the place of destination
of your data?

No, there are gaps in the
level of protection

v
Step 4:
< Can supplementary >
measures fill the gaps?
; v
Step 5 : Take applicable
Do not start transferring personal data procedural steps

v

Suspend/end ongoing transfers Step 6 : Regularly re-evaluate

the level of protection of the
personal data transferred

https://edpb.europa.eu/sites/edpb/files/files/filel/edpb gquidelines 202002 art46guidelines internationaltransferspublicha®ie=n.pdf
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37 non-EU countries
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ally assume the existence of an equivalent and adequate level of data protection.®
This means that, generally, personal data can be transferred between Switzerland
and other countries in the group without any special safeguards within the meaning
of Art. 6 Para. 2 FADP, as it is the case for data transfers in a domestic context.

‘When these countries assess the adequacy of another country’s data protection lev-
els, its data protection legislation is considered as a whole, including the require-
ments which apply when personal data exchanged between the countries concemed
is exporied to a third country. There is thus a shared expectation between these
couniries — i.e. also between Switzerland and the EU and EEA member states — that
the list of countries will be kept updated in such a way that the level of protection
considered mutually adequate will be respected at all times. A mutual need for coor-
dination arises in particular when the adequacy of a third country has been reas-
sessed, as it is currently the case in the EU/EEA member states* following the latest
ruling by the Court of Justice of the European Union (CJEU) with regard to the USA.

* Ordinance of 14 June 1993 to the Federal Act on Data Protection, SR 235.11
2 Federal Act of 18 June 1892 on Data Protection, SR 235.1
2 Cf. in particular decisions by the European Commission in application of Art. 25 of the Directive and
also Section 2.3.3 of the FOJ explanations on the revision of the Ordinance to the Federal Act of 14
June 1992 on Data Protection: explanations on the: draft of 18 January 2007, which still refer to Di-
rective 85/46/EC of 24 October 1805,
4 The repeal of the adequacy finding is directly applicable in the EEA-EFTA countries.

Feideggweg 1, 3003 Bem
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Your path to cloud services in Europe

Cloud Industry Unites to Create Global
Standard for Transfer of Personal Data

following ‘Schrems II’ ruling

Brussels, 15. Saptember 2020 - The creators of the data protection market standard for cloud, the EU Cloud Code
of Conduct, today announced work is underway on a proposed legal solution for the transfer of personal data out-
side the EL. Once approved by data protection authorities, the solution could be an attemative to the recently an-
nulled EU-U_S. Privacy Shield, previously redied on by thousands of businesses who now face disruption and uncer-
tainty when transferring EU citizens’ data across the Atlantic

The EU Dsta Protection Code of Conduct for Cloud Service Providers (*EU Cloud Code of Conduct”)
defines clear requirements for Cloud Service Providers acting as “processors” under the General
Data Protection Regulation (GDPR) and is adopted broadly by the cloud market. While the official
approval of the current Gode by the European Data Protection Board (EDPB), comprised of national
Data Protection Authorities (DPAs), is pending, the EU Cloud Code of Conduct General Assembly to-
day announced in a virtual press conference the creation of a new module to the Code for transfer-

ring personal data outside of the EU.

The announcement comes only weeks after the recent European Court of Justice's so-called
"Schrems I ruling which invalidated the data exchange mechanism between the US and the EU (Pri-
wvacy Shield). The ruling also imposed strict obligations on companies that rely on transfers of per-

sonal data to non-EU countries by Standard Contractual Clauses.

The EU Gloud Code of Conduct General Assembly invites interested Cloud Service Providers (CSPs)
and cloud-users 1o join the initiative and to contribute to the development of the module, thereby
shaping the future legal basis to transfer EU citizen’s persenal data to third countries around the

world
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